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KERALA BOOKS AND PUBLICATIONS SOCIETY

(An undertaking of the Government of Kerala)
Kakkanad PO. Kochi-682 030, Kerala

No. P1-3428/2023/K4-(, Dated: 30.01.2023" &

@

Quotation notice
Subject : Centralized cloud console antivirus solution
Sealed competitive quotations are invited from reliable and competent
parties/firms for ‘Centralized cloud console antivirus solution” with the following details

1. Antivirus with DLP support for 7 computers (Detailed specification attached as
annexure A)

2. Antivirus for 56 computers (approximate quantity)

Terms and Conditions
1. The party should specify the brand of the offered antivirus solution
2. The party should specify the supporting years (whether 1/2/3 years).

3. The envelopes sealed in four sides and middle by using lacquer seal containing the
quotation should bear the superscription “Quotation for Centralized cloud console
antivirus solution due on 13.02.2023” and should be addressed to the Managing
Director, Kerala Books and Publications Society, Kakkanad P.O., Kochi - 30.

4. Intending parties may submit the quotations on their own papers.

The parties are requested to specify their GST no., PAN no. and HSN code of the

item.

6. Last date for the receipt of quotations is at 3.00 p m on 13.02.2023. Late quotations
will not be accepted. The quotations will be opened at 10.30 am on 14.02.2023.

7. Parties/contractors who have defaulted in executing any purchase order/contract
with KBPS or whose purchase order/contract were terminated by KBPS are not
eligible to participate in this Quotation.

8. Payment will be made only after the satisfactory receipt of the item in good condition.
Offers with advance payment request will be rejected outright.

9. The near relatives of employees of KBPS are not eligible to participate in the
quotation. The relationship for the purpose will be as specified in Annexure 21 of
Stores Purchase Manual of Kerala (extract given as Annexure B). In addition to
this mother’s sister’s son/daughter shall also deemed to be a relative. The
declaration (annexure C) in this regard, duly filled and signed should be submitted
with the offer.

10. All the rights to accept or reject whole or part of the Quotation without assigning any
reason thereof is reserved by the Society. The decision of The Society will be final and
binding on the party.

11. Details of the requirement and the conditions governing the supply can be obtained free
on requisite from the office of the Managing Director, Kerala Books and Publications
Society, Kakkanad, Kochi 30

12. All rules and regulations of the quotation shall be in accordance with the Stores

Purchase Manual of the Government of Kerala.
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End Point

Browser Activity

ANNeEXURE A

Specification

Monitoring browser activities i.e. access to Social Networking
sites, Jobs & Career, Shopping portals, personal emails etc.

Monitor usage or time spent on different websites/URL like
Social Networking sites, Jobs & Career, Shopping portals,
personal emails etc.

Blocking browser activities i.e. access to Social Networking
sites, Jobs & Career, Shopping portals, personal emails etc.

Application
Network Activity

Monitoring of applications andnetwork activities i.e. download
accelerators, torrents, Gaming applications, FTP, P2P
applications etc.

Selectively allow or block any kind of internet applications

Bypass network applications

Monitor usage or time spent on different applications like
proxy & tunnelling applications, download accelerators,
torrents, Gaming applications, FTP, P2P applications etc.

SMTP Email Activity

Monitor all SMTP based emails that are sent through email
clients like Outlook, Thunderbird, Outlook express, etc.

Shadow logging of the entire content of the SMTP email along
with attachments.

Control all SMTP based emails that are sent through email
clients like Outlook, Thunderbird, Outlook express, etc.

Monitor all Gmail webmail activity along with complete
shadow log of the outbound and draft emails.

Control all the outbound Gmail webmail-based email activity.

File Upload Activity

Monitor file uploads to any domain through browser ie. file
uploads to Dropbox, personal emails like yahoo etc.

Shadow log of files uploaded to any domain through browser
i.e. file uploads to Dropbox, personal emails like yahoo etc.

Control file uploads completely by limiting them on the basis of
the file types or the etc

Control file transfer over Skype and Windows- Live Messenger

Track the destination server to which the files have been
uploaded through browser.

Device Activity

Control removable storage device media usage

Access-based policies on each Registered USB device for
different endpoints

Set specific policies on CD/DVD access




Blocking ofMTP/Local and Network Printers

Blocking Bluetooth activity

Monitoring of all files being copied from computer to USB
drive

Shadow log of files transferred from endpoint to external USB
storage device using enforced encryption.

Internal access restriction on USB storage devices

Search Engine Activity

Monitoring and logging of the web search engine activity

Content Filtering

Content filter-based alerts for email on the basis of
definedsensitive keywords, phrases, patterns (visa card, Pan
card, contact numbers, etc) and file type

Content filter-based alerts for file upload on the basis of
defined sensitive keywords, phrases, patterns (visa card, Pan
card, contact numbers, etc) and file type

[Content filter-based blocking for email and file upload on the

basis of defined sensitive keywords, phrases, patterns (visa
card, Pan card, contact numbers, etc) and file type

Google Chat Activity

Google hangout chat monitoring for outbound chat messages
sent from endpoint.

Graphical representation of activities via Ranking graphs and
pie charts.

Strong Analytics and

Augmentation of analytics section to show incident counts

Incident Reporting
Advanced Reporting and Analytics Framework for all kinds of
device and network activities
Graphical representation of productivity of the Analytics for
top trending applications and websites being accessed in the
organization
Real-time incident alert notification on dashboard
Detailed incident forensics report
Other Valued Added Periodic screenshot to monitor detailed employee activity.
Features Print activity monitoring

Event-triggered screenshot for sensitive application activity
and sensitive window title based activity.

Work schedule-based incident monitoring

Audit Logs for admin activity

User first and last activity monitoring

Stealth mode to silently monitor activities

Offline monitoring & Controlling of end user activities

Temporary Policies for uplifting the user privileges for a
defined duration

Customized reports download as per admin requirement

Password-protected uninstallation

Tamper Proof

Bulk installation on end user computers using Remote

Deployment




Easy extraction of analytics and logs via PDF Reports feature

Admin activity Monitoring and Group Based Administration

Central management of agent version upgrades via server
dashboard

Data at rest scanning for files stored on endpoint will act as
audit tool in identifying sensitive documents




Annexure B

EXTRACT FROM THE STORES PURCHASE MANUAL OF KERALA

Meaning of “Relative”

A person shall be deemed to be a relative of another if, and only if,

a) they are members of Hindu undivided family or;

b) they are husband and wife; or

c) the one is related to the other in the manner indicated in Schedule 1-A

Schedule 1 A List of Relatives

1) Father
3) Son (including step-son)

5) Daughter (including step-daughter)

7) Father’s mother

9) Mother’s father

11) Son’s son’s wife

13) Son’s daughter’s husband
15) Daughter’s son

17) Daughter’s daughter

19) Brother (including step-brother)
21) Sister (including step-sister)
23) Husband’s father

25) Husband’s sister

27) Wife’s mother

29) Wife’s sister

31) Father’s brother

33) Mother’s brother

35) Father’s sister’s husband
37) Mother’s brother’s wife

39) Brother’s son

41) Brother’s daughter

43) Sister’s daughter

45) Father’s brother’s daughter
47) Father’s sister’s daughter
49) Mother’s brother’s daughter

2) Mother (including step-mother)
4) Son’s wife
6) Father’s father
8) Mother’s mother
10) Son’s son
12) Son’s daughter
14) Daughter’s husband
16) Daughter’s son’s wife
18) Daughter’s daughter’s husband
20) Brother’s wife
22) Sister’s husband
24) Husband’s mother
26) Wife’s father
28) Wife’s brother
30) Wife’s sister’s husband
32) Father’s sister
34) Mother’s sister
36) Father’s brother’s wife
38) Mother’s sister’s husband
40) Brother’s son’s wife
42) Sister’s son
44) Father’s brother’s son
46) Father’s sister’s son
48) Mother’s brother’s son



Annexure C
DECLARATION

FOR NO NEAR RELATIVE (S) OF THE CONTRACTOR WORKING IN KBPS

| FRRISI = el el L SN 0 SR N
Hereby certify that none of my relative(s) as defined in the tender notice are employed
in KBPS as per detail given below. In case at any stage, it is found that the information
given by me is false/incorrect, Managing Director, KBPS shall have the absolute right
to take any action as deemed fit, without any prior intimation to me.

Signature of the tenderer with seal

The relationship for the purpose of rule will be as specified in Stores Purchase Manual
of Kerala (extract given as Annexure B).

In case of proprietorship firm, certificate will be given by the proprietor, and in case of
Partnership firm, certificate will be given by all the partners and in case of Ltd.
Company by all the Directors of the company or company secretary on behalf of all
directors. Any breach of these conditions by the company or firm or any other person,
the tender/work will be cancelled and earnest money/security deposit will be forfeited at
any stage whenever it is so noticed. The department will not pay any damages to the
company or firm or the concerned person. The company or firm or the persons will also
be debarred for further participation in the concerned unit.

Place: Signature of tenderer/Authorized Signatory
Date:

Name of the Tenderer

Seal of the Tenderer



